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Privacy notice 
How we collect, use, and protect your personal data
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Introduction 

This is the privacy notice of Coldsurge Limited. 

 

We respect your privacy and are determined to protect your personal data. The purpose of this 

privacy notice is to inform you as to how we look after your personal data when you engage 

with us. We’ll also tell you about your privacy rights and how data protection law protects you. 

 

Contact details 

For all matters relating to data protection, please contact our data protection contact at the 

following email address: 

privacy@coldsurge.com 
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The personal data we collect 
about you, and why 

We collect or use the following information to provide and improve products and services 

for clients: 

• Names and contact details 

• Addresses 

• Occupation 

• Payment details (including card or bank information for transfers and direct debits) 

• Transaction data (including details about payments to and from you and details of 

products and services you have purchased) 

• Usage data (including information about how you interact with and use our website, 

products and services) 

• Information relating to compliments or complaints 

• Records of meetings and decisions 

• Account access information 

• Website user information 

 

We collect or use the following personal information for the prevention, detection, 

investigation or prosecution of crimes: 

• Names and contact information 

• Client accounts and records 

• Financial information e.g. for fraud prevention or detection 

 

We collect or use the following personal information for information updates or marketing 
purposes: 

• Names and contact details 

• Profile information 

• Marketing preferences 

• Purchase or account history 
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• Website and app user journey information 

 

We collect or use the following personal information to comply with legal requirements: 

• Contact information 

• Client account information 

• Any other personal information required to comply with legal obligations 

 

We collect or use the following personal information for recruitment purposes: 

• Contact details (e.g. name, address, telephone number or personal email address) 

• Date of birth 

• National Insurance number 

• Copies of passports or other photo ID 

• Employment history (e.g. job application, employment references or secondary 

employment) 

• Education history (e.g. qualifications) 

• Right to work information 

• Details of any criminal convictions (e.g. Disclosure Barring Service (DBS), Access NI 

or Disclosure Scotland checks) 

• Security clearance details (e.g. basic checks and higher security clearance) 

 

We collect or use the following personal information for dealing with queries, complaints or 

claims: 

• Names and contact details 

• Address 

• Payment details 

• Account information 

• Purchase or service history 

• Relevant information from previous investigations 

• Customer or client accounts and records 

• Financial transaction information 

• Correspondence 
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Special Categories of Personal Data 

We do not collect any Special Categories of Personal Data about you (this includes details 

about your race or ethnicity, religious or philosophical beliefs, sex life, sexual orientation, 

political opinions, trade union membership, information about your health and genetic and 

biometric data). Nor do we collect any information about criminal convictions and offences. 

If you fail to provide personal data  

Where we need to collect your personal data by law, or under the terms of a contract we have 

with you and you fail to provide that data when requested, we may not be able to perform the 

contract we have or are trying to enter into with you (for example, to provide you with goods or 

services). In this case, we may have to cancel a product or service you have with us but we will 

notify you if this is the case at the time. 

 

  



 

8 

 © Coldsurge 2025 

 

Lawful bases and data protection 
rights 

Under UK data protection law, we must have a “lawful basis” for collecting and using your 

personal information. There is a list of possible lawful bases in the UK GDPR. You can find out 

more about lawful bases on the ICO’s website. 

Which lawful basis we rely on may affect your data protection rights which are in brief set out 

below. You can find out more about your data protection rights and the exemptions which may 

apply on the ICO’s website: 

• Your right of access - You have the right to ask us for copies of your personal 

information. You can request other information such as details about where we get 

personal information from and who we share personal information with. There are 

some exemptions which means you may not receive all the information you ask for. 

You can read more about this right here. 

• Your right to rectification - You have the right to ask us to correct or delete personal 

information you think is inaccurate or incomplete. You can read more about this right 

here. 

• Your right to erasure - You have the right to ask us to delete your personal 

information. You can read more about this right here. 

• Your right to restriction of processing - You have the right to ask us to limit how we 

can use your personal information. You can read more about this right here. 

• Your right to object to processing - You have the right to object to the processing of 

your personal data. You can read more about this right here. 

• Your right to data portability - You have the right to ask that we transfer the personal 

information you gave us to another organisation, or to you. You can read more about 

this right here. 

https://app-ico-content-prod-uksouth.azurewebsites.net/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#roa
https://app-ico-content-prod-uksouth.azurewebsites.net/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtr
https://app-ico-content-prod-uksouth.azurewebsites.net/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtr
https://app-ico-content-prod-uksouth.azurewebsites.net/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rte
https://app-ico-content-prod-uksouth.azurewebsites.net/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtrop
https://app-ico-content-prod-uksouth.azurewebsites.net/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rto
https://app-ico-content-prod-uksouth.azurewebsites.net/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtdp
https://app-ico-content-prod-uksouth.azurewebsites.net/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtdp
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• Your right to withdraw consent – When we use consent as our lawful basis you have 

the right to withdraw your consent at any time. You can read more about this right here. 

If you make a request, we must respond to you without undue delay and in any event within 

one month. 

To make a data protection rights request, please contact us using the contact details at the 

top of this privacy notice. 

  

https://app-ico-content-prod-uksouth.azurewebsites.net/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/your-data-protection-rights/#rtwc


 

10 

 © Coldsurge 2025 

 

Lawful bases for the collection 
and use of your data 

Our lawful bases for collecting or using personal information to provide and improve 

products and services for clients are: 

• Contract – we have to collect or use the information so we can enter into or carry out a 

contract with you. All of your data protection rights may apply except the right to object. 

 

Our lawful bases for collecting or using personal information for the prevention, detection, 

investigation or prosecution of crimes are: 

• Legal obligation – we have to collect or use your information so we can comply with the 

law. All of your data protection rights may apply, except the right to erasure, the right to 

object and the right to data portability. 

 

Our lawful bases for collecting or using personal information for information updates or 

marketing purposes are: 

• Consent - we have permission from you after we gave you all the relevant information. 

All of your data protection rights may apply, except the right to object. To be clear, you 

do have the right to withdraw your consent at any time. 

 

Our lawful bases for collecting or using personal information to comply with legal 

requirements: 

• Legal obligation – we have to collect or use your information so we can comply with the 

law. All of your data protection rights may apply, except the right to erasure, the right to 

object and the right to data portability. 

 

Our lawful bases for collecting or using personal information for recruitment purposes are: 

• Contract – we have to collect or use the information so we can enter into or carry out a 

contract with you. All of your data protection rights may apply except the right to object. 
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• Legal obligation – we have to collect or use your information so we can comply with the 

law. All of your data protection rights may apply, except the right to erasure, the right to 

object and the right to data portability. 

 

Our lawful bases for collecting or using personal information for dealing with queries, 

complaints or claims are: 

• Consent - we have permission from you after we gave you all the relevant information. 

All of your data protection rights may apply, except the right to object. To be clear, you 

do have the right to withdraw your consent at any time. 

• Contract – we have to collect or use the information so we can enter into or carry out a 

contract with you. All of your data protection rights may apply except the right to object. 

• Legal obligation – we have to collect or use your information so we can comply with the 

law. All of your data protection rights may apply, except the right to erasure, the right to 

object and the right to data portability. 
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Where we get personal 
information from 

We may use the following sources to collect personal information: 

• Directly from you 

• Regulatory authorities 

• Publicly available sources 

• Previous employment 

• Suppliers and service providers 

  



 

13 

 © Coldsurge 2025 

 

How long we keep information 

We will only retain your personal data for as long as necessary to fulfil the purposes we 

collected it for, including for the purposes of satisfying any legal, accounting, or reporting 

requirements. 

 

To determine the appropriate retention period for personal data, we consider the amount, 

nature, and sensitivity of the personal data, the potential risk of harm from unauthorised use 

or disclosure of your personal data, the purposes for which we process your personal data and 

whether we can achieve those purposes through other means, and the applicable legal 

requirements. 

 

By law we have to keep basic information about our customers (including Contact, Identity, 

Financial and Transaction Data) for six years after they cease being customers for tax 

purposes. In some circumstances you can ask us to delete your data: see Lawful bases for 

the collection and use of your data above for further information. 

 

In some circumstances we may anonymise your personal data (so that it can no longer be 

associated with you) for research or statistical purposes in which case we may use this 

information indefinitely without further notice to you. 

 

Details of retention periods for different aspects of your personal data are available in our 

retention policy which you can request from our data protection contact details listed at the 

start of this document. 
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Who we share information with 

We may have to share your personal data with the parties set out below for the purposes set 

out above: 

• IT service providers, acting as data processors, based in the United States and United 

Kingdom. 

• Accounting services, acting as data processors, based in the United States, United 

Kingdom and New Zealand. 

• Contract management and automation systems, acting as data processors, based in 

the United States and European Union. 

• Website analytics, acting as data processors, based in the United States. 

• Professional or legal advisors, acting as data processors. 

• Professional consultants, acting as data processors. 

• HM Revenue & Customs, regulators and other authorities, acting as data processors, 

based in the United Kingdom. 

• Third parties to whom we may choose to sell, transfer, or merge parts of our business 

or our assets. Alternatively, we may seek to acquire other businesses or merge with 

them. If a change happens to our business, then the new owners may use your 

personal data in the same way as set out in this privacy notice. 

We require all third parties to respect the security of your personal data and to treat it in 

accordance with the law. We do not allow our third-party service providers to use your 

personal data for their own purposes and only permit them to process your personal data for 

specified purposes and in accordance with our instructions. 
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Sharing information outside the 
UK 

Some of our external third parties are based outside the UK so their processing of your 

personal data will involve a transfer of data outside the UK. Whenever we transfer your 

personal data out of the UK, we ensure a similar degree of protection is afforded to it by 

implementing safeguards such as: 

• Ensuring the destination country for data transfer meets the GDPR adequacy 

regulations 

• International Data Transfer Agreements (IDTA) and International Data Transfer 

Addendum 

 

Please contact us our data protection contact, listed at the start of this notice, if you want 

further information on the specific mechanism used by us when transferring your personal 

data out of the United Kingdom. 
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Subject access requests 

You have the right to ask for copies of your personal data we store and use. This is your right 

of access, also known as making a subject access request or SAR. We’ll normally respond at 

the latest within one calendar month of receiving your request. There may be times where we 

need longer, or we may need to charge a reasonable fee for admin costs. We’ll let you know if 

this is the case. 

 

If you would like to make a subject access request, please email our data protection contact 

using the contact details at the top of this privacy notice, providing the following details: 

• Contact details of the requestor 

• Contact details if you make this request on behalf of someone else 

• Proof of authority if making a request on behalf of someone else 

• Any preferences for how we should reply to you, for example, in large font 

• The personal data you are requesting and the date range of interest 

• An overview of your request 
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How to complain 

If you have any concerns about our use of your personal data, you can make a complaint to 
us using the contact details at the top of this privacy notice. 

If you remain unhappy with how we’ve used your data after raising a complaint with us, you 
can also complain to the ICO. 

The ICO’s address:            

Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 

Helpline number: 0303 123 1113 

Website: https://www.ico.org.uk/make-a-complaint 

 

https://ico.org.uk/make-a-complaint/

